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(57) Abstract: A system and method for authenticating 
an identity on Internet is provided. The authentication 
system and method authenticates the identity of a user 
on the Internet whenever he/she needs to be authenti- 
cated through only one authentication procedure. The 
authentication system and method also checks the mul- 
tiple registration of an applicant who wishes to register 
in a membership system web site or participate in an 
event permitting just one chance per man. The authen- 
tication system and method also checks the identity of a 
user logged on the membership system web site in a slate 
where the user s anonymity is secured. By authenticat- 
ing the identity of a subscriber based on the guarantee of 
a guarantor (or a certification agency ), the authenticated 
identity corresponds to the real subscriber one to one 
so that convenience in registering in web sites requir- 
ing identity authentication and the reliability on identi- 
ties on the Internet can be improved, and the waste and 
misuse of resources due to multiple registration can be 
prevented. 
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METHOD AND SYSTEM FOR AUTHENTICATING IDENTITY ON 

INTERNET 

Technical Field 

The present invention relates to a method and system for 
authenticating an identity on the Internet, and more particularly, to an 
authentication method and system for authenticating the identity of a 
subscriber whenever authentication is necessary with only one 
authentication procedure on the Internet. Here, the identity indicates an 
Internet identity which is a real identity of a corresponding person existing 
in the real society one-to-one but guarantees anonymity without informing 
the outside of the system of who the person is. 

Background Art 

In the case of systems of authenticating passwords used for 
bankbooks and credit cards outside The Internet, a user should remember 
all passwords he/she uses for different bankbooks and credit cards. When 
the user forgets a password, he/she should go to a relevant issuing window 
and proceed with authentication to know the password. 

As the Internet has rapidly been developed recently, and there have 
been frequent communications of information and resources through the 
Internet, authentication of the identity of an Internet user becomes more 
important. In addition, with development of electronic commerce through 
the Internet, it is more frequently required to authenticate and certify a 
personal identity and credit state. However, personal identity and credit 
state are not actually checked. In conventional authentication and 
registration system just verifies an identifier (ID) and a password input by 
a user and registers the ID if it has not been registered. Of course it is 
possible to authenticate a user using the user's name and resident 
registration number, but it is unreasonable to authenticate the user online 
with the above information easily revealed in daily life. In such conventional 
authentication systems, a user troubles to register personal information 
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whenever it is required in different web sites. Moreover, the conventional 
systems cannot be used when the certification of a personal identity and the 
anonymity of information should be thoroughly secured, for example, in the 
case of an opinion poll or voting. In addition, it is difficult to prevent 
5 personal information registered by a subscriber from being revealed to the 
outside so that it is difficult to protect personal private life. 

Conventional systems of registering a personal identity (including 
personal information and credit information) cannot prevent and check 
multiple registrations by one person and cannot cope with problems caused 

10 by multiple registration. When a person uses a plurality of IDs in a single 
site, it is difficult to seize the actual identity of the person, and there is an 
error in the total number of subscribers even if the identity of the person is 
understood. In such a system which cannot prevent a user from multiple- 
registering in a member registration site, problems of the waste of 

15 resources, difficulty in managing members and difficult in estimating the 
value of a site are caused by multiple registration and cannot be overcome. 
In the case of cyber public-opinion poll or voting, multiple participation 
cannot be excluded so that the statistics can be meaningless. Since 
conventional Internet identity registration systems cannot prevent multiple 

20 registration, they cannot be used for public-opinion poll and voting. 

Disclosure of the Invention 

To solve the above problems, it is a first object of the present 
invention to provide a method and system for authenticating an identity, for 

25 issuing a single Internet ID to one subscriber to allow the subscriber to 
register the ID and certifying the identity of the registered subscriber to the 
third party in the name of the subscriber on The Internet so that the Internet 
identity is authenticated in a state in which anonymity not allowing the 
outside of the authentication system, i.e., the third party, to identify the 

30 subscriber is secured. 

It is a second object of the present invention to provide a method and 
system for securing the anonymity and personal information of an applicant 
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for registration in a web site on the internet when it is checked whether the 
applicant is about to multiple register. 

Accordingly, to achieve the above objects of the invention, in one 
aspect, there is provided a method of authenticating the identity of an 
5 applicant for registration on The Internet. The method includes the steps 
of confirming the identity of the applicant for registration, assigning a unique 
Internet ID to the applicant whose identity is confirmed, and registering the 
personal information of the applicant in an authentication system together 
with a password. 

10 When the applicant assigned the Internet ID needs to be 

authenticated on the Internet, the method also includes the steps of the 
applicant presenting the Internet ID to a membership system web site 
requiring the authentication of the applicant's identity, the membership 
system web site transmitting the Internet ID to the authentication system to 

is request the authentication of the applicant's identity, and the authentication 
system requesting the applicant to input the password and informing the 
membership system web site that the applicant's identity is authenticated 
when the password input by the applicant is the same as that stored in the 
authentication system. 

20 The method also includes the step of checking the multiple 

registration of the applicant assigned the Internet ID when the applicant 
intends to register in a web site as a member or participate in an event 
permitting just one chance per man. The multiple registration checking step 
includes the steps of receiving a request to check the multiple registration 

25 of the applicant and the site ID of the web site from the web site, receiving 
the applicant's Internet ID and password necessary for authentication on 
the Internet from the applicant and performing authentication, and 
determining whether the applicant has registered in the web site using the 
applicant's Internet ID and the site ID of the web site and transmitting the 

30 result of the determination to the web site. 

When a user who has registered in the web site needs to. be 
authenticated on the Internet, preferably, the method also includes the 

3 
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steps of the web site transmitting the user's member ID and the site ID to 
the authentication system and requesting authentication of the user's 
identity, the authentication system requesting the user to directly input 
his/her Internet ID and password or reading and processing the information 
5 of a cookie stored in the user's terminal to acquire the user's Internet ID and 
password, and the authentication system comparing the Internet ID and 
password of a user having the received site ID and the member ID with the 
acquired internet ID and the password and transmitting the result to the web 
site. 

10 In another aspect, there is provided a system for authenticating the 

identity of an applicant for registration on the Internet. The system includes 
a web site server for confirming the identity of the applicant for registration 
in the system, assigning a unique Internet ID to the applicant whose identity 
is confirmed, and registering the applicant's personal information together 

15 with a password under a secure state on the Internet; and a memory unit 
for storing the registered applicant's Internet ID, password and personal 
information. 

In the system, when the applicant assigned the Internet ID needs to 
be authenticated on the Internet, the applicant presents the Internet ID to 

20 a membership system web site requiring the authentication of the 
applicant's identity, the membership system web site transmits the Internet 
ID to the authentication system to request the authentication of the 
applicant's identity, and the authentication system requests the applicantto 
input the password and informing the membership system web site that the 

25 applicant's identity is authenticated when the password input by the 
applicant is the same as that stored in the authentication system. 

The system preferably stores the applicant's Internet ID in the 
memory unit in association with a site ID of the membership system web 
site. Accordingly, when checking the multiple registration of the applicant 

so assigned the Internet ID when the applicant intends to register in a web site 
as a member or participate in an event permitting just one chance per man, 
the system receives the request to check the multiple registration of the ; 
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applicant and a site ID from the web site, receives the applicant's Internet 
ID and password necessary tor authentication on the Internet from the 
applicant and performs authentication, and determines whether the 
applicant has registered in the web site using the applicant's Internet ID and 
the site ID of the web site and transmits the determined result to the web 
site. 

Preferably, when a user who has registered in the web site needs to 
be authenticated on the Internet, the web site transmits the user's member 
ID and the site ID to the authentication system and requests authentication 
of the user's identity, the authentication system requests the userto directly 
input his/her Internet ID and password or reads and processes the 
information of a cookie stored in the user's terminal to acquire the user's 
Internet ID and password, and the authentication system compares the 
Internet ID and password of a user having the received site ID and the 
member ID with acquired the Internet ID and the password and transmits 
the result to the web site. 



Brief Description of the Drawings 

The above objectives and advantages of the present invention will 
2 o become more apparent by describing in detail preferred embodiments 

thereof with reference to the attached drawings in which: 

FIG. 1 is a schematic diagram illustrating an authentication system 

for explaining a method of authenticating an identity on The Internet 

according to the present invention; 
2 5 FIG. 2 is a flowchart illustrating a procedure of registering the identity 

of a new subscriber in an authentication system according to the present 

invention; 

FIG. 3 is a flowchart illustrating a procedure through which a user 
who has registered the identity in an authentication system confirms his/her 
so identity in a web site, according to the present invention; 

FIG. 4 is a flow chart illustrating a procedure of certifying the address 
and name of a user, who has registered the identity in an authentication 
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system, to a web site in response to the user's request and transmitting 
access/transaction details from the web site to the user, thereby preventing 
the misappropriation of an Internet ID, according to the present invention; 

FIG. 5 is a flowchart illustrating a procedure of determining the 
5 multiple registration of an applicant when the applicant who has registered 
in an authentication system is about to assigned a member ID by a 
membership system web site after the applicant's identity is authenticated, 
according to the present invention; 

FIGS. 6A through 6D illustrate examples of user interface for 
10 checking the multiple registration of an applicant for registration in a 
membership system web site, according to the present invention; 

FIG. 7 is a flowchart illustrating a method of authenticating the 
identity of a user, who has already been assigned a member ID by a 
membership system web site after being authenticated, in a state in which 
is the anonymity is secured; 

FIGS. 8A through 8D illustrate the examples of user interface for 
authenticating the identity of a user in a state in which the anonymity is 
secured; 

FIG. 9A is a schematic diagram illustrating a conventional one-click 
20 shopping method using a cookie; 

FIG. 9B a schematic diagram illustrating a one-click shopping 
method using a cookie through an authentication system according to the 
present invention; 

FIGS. 10A and 10B illustrate examples of a table format stored in a 
25 memory unit of an authentication system according to the present invention; 
and 

FIGS. 11A and 11B illustrate examples of another table format 
according to the present invention. 

30 Best mode for carrying out the Invention 

Hereinafter, a method of authenticating the identity of a subscriber 
on The Internet and the configuration and operation of an authentication ; 
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system therefor according to embodiments ot the present invention will be 
described in detail with reference to the attached drawings. 

FIG. 1 is a schematic diagram illustrating an authentication system 
for explaining a method of authenticating an identity on the Internet 
according to the present invention. As shown in FIG. 1, an authentication 
system 10 on the Internet according to the present invention issues a 
unique anonymous Internet ID to a new subscriber 13 when the identity of 
the new subscriber 13 has been authenticated. When the new subscriber 
13 has one of guarantors 14, 15, 16, ... the registration of the new 
subscriber 13 in the authentication system is allowed by the security given 
by the guarantor 1 A, 1 5 or 1 6 (when the guarantor 1 4, 1 5, 1 6 or ... directly 
deliver an authentication key to the new subscriber 13, an arrow headed 
line from the guarantor 14, 15, 16 or ... toward the new subscriber 13 is 
necessary in FIG. 1). In this case, more than one guarantors may be 
required. When the new subscriber 13 does not have any guarantor, the 
new subscriber 13 is allowed to register in the authentication system after 
he/she has been authenticated by a predetermined certification agency 20, 
21, 22 or .... When transacting business with a membership web site 17, 
18, 19 or .... a registration applicant 12 makes the authentication system 10 
identify the identity of the registration applicant 12 in the name of the 
registration applicant 12 for the membership web site 17, 18, 19 or.... 

In addition, the authentication system 10 according to the present 
invention stores the Internet ID of an applicant for registering in the 
membership system web site 17, 18, 19 or ... in association with the ID 
used by the applicant at the membership web site 17, 18, 1 9 or ... so that 
the authentication system 10 can check whether the registration applicant 
12 is about to multiple register in the membership web site 17, 18, 19 or ... 
when he/she registers in the membership web site 17, 18, 19 or ... or 
participates in an event permitting only one chance per hand. 

In FIG. 1, the solid lines illustrate a communication system using e- 
mail over the Internet. In other words, the new subscriber 13, the guarantor 
14, 15, 16 or the certification agency 20, 21, 22 or ... and the 
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authentication system 1 0 communicate information with one another using 
e-mail. However, since e-mail is weak in security, it is not proper for 
transmitting information containing secured information such as an ID or a 
password. Accordingly, it is preferable for the communication between the 
subscriber 13 and the authentication system 10 that the secured 
information is transmitted under a state in which security is preserved, for 
example, under an access state through a secured socket layer (SSL). 
Most information is transmitted through a HyperText Transfer Protocol 
(HTTP), but it is convenient to use an e-mail when an authentication key is 
sent to a guarantor, or when the access/purchasing report of a membership 
system web site is sent to a member. In addition, a new subscriber may 
visit a certif ication agency by himself/herself or submit a notarized paper to 
the certification agency to be authenticated his/her identity. The dotted 
lines in FIG. 1 illustrate that the authentication system 1 0 directly accesses 
web sites or client computers on the Internet and communicates information 
with them. Here, e-mail can be used together for input and transmission of 
information. An Internet ID may be one-sidedly issued by the authentication 
system 10, or an ID input by a subscriber may be registered in the 
authentication system 10 after it is checked to avoid duplication. 

For the authentication system 10 of the present invention, a normal 
personal computer, a workstation computer or a high speed mass computer 
can be appropriately used depending on the number of subscribers. The 
authentication system 1 0 includes a system server 1 01 as a basic computer 
element for processing data and a memory unit 102 for storing the 
processed data. Besides, the authentication system 10 includes 
input/output units such as a keyboard, a mouse, a monitor and a printer. 
For the memory unit 101, a hard disk (HD), a laser disk (LD), a compact 
disk (CD), a digital video disk (DVD) or a DVD-random access memory 
(RAM) which allows a large amount of data to be processed at high speed 
can be used, but it is preferable to use a HD. 

The following description concerns a procedure of registering an 
identity in an authentication system according to the present invention, a 

8 
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procedure of authenticating the identity of a user registered in the 
authentication system at the membership system web site 1 7, 1 8, 1 9 or 
and a procedure of checking the duplicate registration of the identity of the 
user at the membership system web site 17, 18, 19 or .... based on the 

s configuration of FIG. 1 . 

FIG. 2 is a flowchart illustrating a procedure of registering the identity 
of a new subscriber in an authentication system according to the present 
invention. In a method of authenticating the identity of a subscriber on the 
Internet, an Internet ID issuing procedure starts with step S200 in which an 

io applicant, who wishes to register in the authentication system, accesses the 
web site of the authentication system. In step S210, the web site of the 
authentication system asks the registration applicant whether he/she has 
a guarantor. When there is a guarantor, the Internet ID issuing procedure 
is performed through steps S220 to S226. In step S220, the registration 

is applicant inputs his/her resident registration number and the resident 
registration number or Internet ID of the guarantor at the web site of the 
authentication system. Any other ID number such as a passport number 
or a social security number cannot be used instead of resident registration 
number. In step S221, the authentication system transmits the resident 

20 registration number of the registration applicant and an authentication key 
to the guarantor. Here, the resident registration number of the registration 
applicant and the authentication key can be sent to the guarantor using an 
e-mail or to the wireless telephone or the like of the guarantor, or only 
registration applicant information can be notified to the guarantor to let the 

25 guarantor access the web site of the authentication system. In step S222, 
the guarantor determines whether he/she can guarantee the applicant's 
resident registration number. When determining that he/she can, the 
guarantor notifies to the authentication system that he/she will guarantee 
the applicant in step S223. Next, in step S224, the guarantor sends the 

30 authentication key transmitted from the authentication system to the 
registration applicant. In step 225, the registration applicant inputs personal 
information and a password to the authentication system using the 

9 
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authentication key. In step S226, the authentication system register the 
personal information and the password and issues a unique Internet ID to 
the registration applicant. It is preferable that communication for 
registration and verification of the personal information and the password 

5 is accomplished at a secured state. For the ID and password of a 
subscriber, alpha numeric information selected by the subscriber can be 
used, or a technique of sensing and transmitting a finger print, voice or 
handwriting sample which is a personal unique characteristic can be used. 
In addition, the Internet ID can be issued to the registration applicant using 

10 an e-mail, or it can be issued at the web site. The Internet ID and 
information registered in the authentication system can be printed and 
delivered to the applicant by mail, or the Internet ID can be notified to the 
applicant using communication means such as a wireless phone. A method 
of issuing the Internet ID can be appropriately designed depending on an 

is environment to which the authentication system is applied. When the 
guarantor determines that he/she cannot guarantee the applicant in step 
S222, the guarantor notifies to the authentication system that he/she does 
not guarantee the applicant in step S227. Then, in step S228, the 
authentication system notifies the rejection of registration to the registration 

20 applicant and goes to the homepage of the web site. 

In this embodiment, a registration applicant receives an 
authentication key necessary for registration from a guarantor and registers 
in an authentication system. Unlikely, the registration in an authentication 
system may be accomplished such that after a registration applicant 

25 provisionally registers in an authentication system and receives an 
authentication key, a guarantor receives the authentication key from the 
registration applicant, confirms the identity of the registration applicant and 
transfers the provisional registration into a formal registration. 

Meanwhile, when there is no guarantor in step S21 0, the registration 

30 applicant inputs his/her personal information such as a resident registration 
number and an address to the authentication system in step S250. Since 
an authentication system according to the present invention should 

10 
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authenticate an identity one-to-one corresponding to a person existing in 
the real society, an applicant should be authenticated by the authentication 
system personally or through a certification agency if the applicant does not 
have a guarantor. It will be. apparent to those skilled in the art that a 

s method of comparing stored data of a personal unique characteristic such 
as a finger print, voice or handwriting sample with data currently input, a 
method of simply investigating a paper notarized by a notary public or a 
certification of authentication issued by the authorities, or a method of 
directly comparing such a certifying paper as described above with an 

10 actual identity and investigating the paper may be used. In FIG. 2, as a 
preferable embodiment, a procedure that a registration applicant is 
authenticated by a certification agency will be described. 

Once the registration applicant inputs his/her personal information 
such as a resident registration number and an address in step S250, the 

is authentication system asks the registration applicant to visit a nearby 
certification agency and proceed with authentication of the identity of the 
registration applicant himself/herself in step S251. In step S252, the 
registration applicant determines whether to visit the certification agency. 
When the identity of the registration applicant is proved, the certification 

20 agency informs the authentication system that the registration applicant is 
authenticated in step S253. Then, in step S254, the authentication system 
gives the registration applicant an authentication key through the 
certification agency. In step 255, the registration applicant completes the 
registration at the web site of the authentication system using the 

25 authentication key so that the personal information of the registration 
applicant is stored in the memory unit 102 of the authentication system. 
Next, in step S226, the authentication system issues an Internet ID. As 
described above, the communication among the certification agency, the 
authentication system and the registration applicant is accomplished using 

so e-mail or directly at the web site of the authentication system on the Internet 
or using a personal terminal such as a wireless telephone. It wilLbe 
apparent that an authentication key is not necessary in the case where an 

11 
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Internet ID is immediately issued through the terminal of the certification 
agency. 

FIG. 3 is a flowchart illustrating a procedure through which a 
subscriber who has registered the identity in an authentication system of the 
5 present invention confirms his/her identity in a web site. As described 
above with reference to FIG. 2, when an applicant needs to be 
authenticated on the Internet after being registered in the authentication 
system and assigned an Internet ID, he/she can be authenticated by 
presenting the Internet ID to a membership system web site using the 

10 authentication system. This will be described with reference to FIG. 3. 

As shown in FIG. 3, when an applicant for membership having an 
Internet ID needs to be authenticated at a web site on the Internet, he/she 
presents the Internet ID to the web site requesting authentication of his/her 
identity in step S30. Here, the applicant can directly input the Internet ID at 

15 the web site on the Internet or transmit the Internet ID to the membership 
system web site through a terminal such as a wireless telephone. Once 
receiving the Internet ID, the membership system web site transmits the 
Internet ID to the authentication system and asks authentication in step 
S31 . Then in step S32, the authentication system requests the applicant 

20 to input a password (usually an alpha numeric password, but the various 
forms such as a finger print, voice and handwriting sample can be used as 
a password). In step S33, it is determined whether an input password is the 
same as a registered password. When they are the same, the 
authentication system informs the web site that the identity of the applicant 

25 is authenticated in step 34. Next in step S35, the web site informs the 
applicant that registration as a member or transaction has been validly 
performed. When it is determined the passwords are not the same in step 
S33, the authentication system informs the web site of disagreement in step 
S36. In step S37, the web site informs the applicant of rejection of 

30 registration or transaction and completes the operation. 

FIG. 4 is aflow chart illustrating a procedure of certifying the address 
and name of a user, who has registered the identity in an authentication 

12 
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system of the present invention, to a web site in response to the user's 
request and transmitting access/transaction details from the web site to the 
user, thereby preventing the misappropriation of an Internet ID. As shown 
in FIG. 4, in step S41 , once a user inputs his/her Internet ID, password, etc. 

5 to the authentication system, the authentication system informs the web site 
of the user's name, address and telephone number necessary for delivering 
a product in response to the user's request. Here, the name, address and 
the telephone number necessary for the delivery of a product are 
transmitted to the company of the web site through e-mail or at the web site 

10 in real time. Then, the web site may report transaction details to the 
authentication system and request the authentication system to settle an 
account. Next, in step S42, the authentication system transmits 
access/transaction details to the user of the Internet ID periodically or 
whenever a transaction is made to allow the user to confirm them so that 

15 misappropriation of the Internet ID can be prevented. 

FIG. 5 is a flowchart illustrating a procedure of determining the 
multiple registration of an applicant when the applicant who has registered 
in an authentication system is about to assigned a member ID by a 
membership system web site after the applicant's identity is authenticated, 

20 according to the present invention. Referring to FIG. 5, in step S50, a 
registration applicant accesses a membership system web site through the 
Internet. In step S51, once the registration applicant inputs a member ID 
he/she wishes to use at the web site through user interface, the 
membership system web site transmits the member ID and a site ID to an 

25 authentication system. The site ID is predetermined by the authentication 
system to identify the membership system web site. In step S52, the 
authentication system 1 0 requests the registration applicant to input his/her 
Internet ID and password that have been registered in the memory unit of 
the authentication system and receives them. In step S53, the 

so authentication system determines authentication of the registration 
applicant's identity depending on whether the Internet ID and password 
input by the registration applicant are the same as those stored in the 

13 
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memory unit. When they are not the same, the authentication system 
informs the membership system web site that the registration applicant is 
not authenticated in step S54. When they are the same, the authentication 
system searches the memory unit 1 02 to check whether the Internet ID has 
5 already been registered in the membership system web site in step S55. 
In step S56, it is determined whether the registration applicant has 
registered in the membership system web site from the searched result. 
When the registration applicant has already registered in the membership 
system web site, the authentication system transmits the fact and the 

10 already registered member ID of the registration applicant to the 
membership system web site in step S57. When the registration applicant 
has not registered in the membership system web site, the authentication 
system stores the Internet ID and the member ID to be used in the 
membership system web site in association with the site ID in step S58 and 

15 informs the membership system web site that the registration applicant has 
not yet registered in the membership system web site in ste S59. 

FIGS. 6A through 6D illustrate examples of user interface screens 
displayed on the terminal of the registration applicant 12 of FIG. 1 for 
registration in the membership system web site 17, 18, 19 or .... FIG. 6A 

20 illustrates an example of a screen on which the membership system web 
site 17, 18, 19 or ... requests the applicant to input a desired member ID 
and request authentication in the step S51 of FIG. 5. Referring to FIG. 6A, 
an ID input section 61 and a password input section 62 for allowing an 
existing member to log in are provided at the upper portion. For the 

25 applicant 12 for new registration, a desired ID input section 63 and an 
authenticate button 64 for requesting authentication are provided. If a user 
is a registered member, he/she can log in by typing his her ID and 
password in the ID input section 61 and the password input section 62, 
respectively. If a user wants to register, he/she needs to input an ID he/she 

30 desires to use and click the authenticate button 64. Once authentication is 
requested, a control authority shifts to the authentication system. 10 
through, for example, the following HyperText Markup Language (HTML) 
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and script language. 

<FORM method=post action=http://internetlD.co.kr/confirm.asp.> 

<input type=text name=userlD> 
<input type=hidden narne=sitelD> 
5 </FORM> 

FIG. 6B illustrates a screen on which the authentication system 10 
requests the registration applicant 12 to input an Internet ID and a 
password in the step S54 using the HTML and script language. In other 
words, once the registration applicant 12 clicks the authenticate button 64 
10 of FIG. 6A, the ID desired by the registration applicant 12 is transmitted to 
a program "confirm.asp" provided by the authentication system 
"internetlD.co.kr" as a parameter together with the site ID of the 
membership system web site 17, 18, 19 or .... The program "confirm.asp" 
transmits an interface screen as shown in FIG. 6B to the registration 
is applicant's terminal. The registration applicant 1 2 inputs his/her Internet ID 
and password in the ID input section 65 and the password input section 66, 
respectively, and transmits them to the system server 101. Here, the ID 
input section 65 and the password input section 66 are provided from the 
system server 101 so that the registration applicant's Internet ID and 
20 password are not revealed to the membership system web site 1 7, 1 8, 1 9 
or thereby enhancing the security. 

FIG. 6C illustrates a screen transmitted to the registration applicant's 
terminal when the registration applicant 12 has already registered in the 
membership system web site 17, 18, 19 or ... in the step S57. It is 
25 preferable to inform the registration applicant 12 of the member ID that has 
already been used by the registration applicant 12 at the membership 
system web site 17, 18, 1 9 or .... 

FIG. 6D illustrates a screen on which the membership system web 
site 17, 18, 19 or ... requests the registration applicant 12 to continue 
so registration after it is confirmed that the registration applicant 1 2 has not yet 
registered in step S59. A personal information section including a name 
section and a telephone number section can be filled by the registration 
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applicant 12, but it is preferable that the personal information stored in the 
memory unit 102 of the authentication system 10 is transmitted to the 
membership system web site 17, 18, 19 or ... and automatically fills the 
personal information section upon the applicant's approval. Here, it is 

s requi red that the control authority that has been shifted to the authentication 
system "internetlD.co.kr" is turned back to the membership system web site 
17, 18, 19 or and the state before the authentication was requested is 
exactly maintained. To meet this requirement, in one approach, 
authentication is performed on a separate window, and the authenticated 

10 result is stored as a variable on the current window. It will be obvious to 
those skilled in the art that other various methods using a session and a 
cookie may be used. Accordingly, the registration applicant 12 for 
registration in the membership system web site 1 7, 1 8, 1 9 or ... can acquire 
a unique ID which can be used at membership system web site 17, 18, 19 

15 or... without revealing his/her personal information including the Internet ID 
and password to others except the authentication system 10. 

A user assigned a unique ID that can be used in a membership 
system web site can purchase a product on the Internet in a state where the 
anonymity is secured. In a case requiring the re-authentication of a user's 

20 identity, for example, in the case of purchasing a product, a membership 
system web site can request an authentication system to authenticate the 
user at any time. A method of authenticating the identity of a user in a state 
where the user's anonymity is secured will be described with reference to 
FIGS. 7 through 8D. Referring to FIG. 7, in step S71 , a user registered in 

25 an authentication system logs on a membership system web site. Here, the 
user logs on using a member ID that is used only at the membership 
system web site so that he/she can be secured anonymity. For 
membership system web sites providing various services for users, it is 
necessary to more securely confirm the identity of a user in such a case of 

so selling a product. FIG. 8A illustrates the example of a user interface screen 
for confirming whether a user to purchase a product and informing the user 
that the user's identity needs to be authenticated again to purchase the 
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product. As described above, in step S72, the membership system web 
site determines whether it is necessary to confirm the user's identity during 
service. When it is determined that the confirmation is necessary, the 
membership system web site transmits the user's member ID and a site ID 
s to the authentication system and requests the authentication of the user's 
identity in step S73. Then, in step S74, the authentication system requests 
the user to input an Internet ID and a password, as shown in FIG. 8B, and 
receives them. Here, the request and reception of the Internet ID and the 
password is performed only between the authentication system and the 
,o user excluding the membership system web site that has requested the 
authentication of the user's identity so that the Internet ID is not exposed to 
the outside. In step S75, the authentication system searches for the user's 
Internet ID based on the received member ID and the site ID and 
determines whether the searched Internet ID and password are the same 
15 as those currently received from the user to authenticate the user's identity. 
In step S76, the authentication system transmits the result of the 
authentication to the membership system web site. The membership 
system web site provides an authentication result screen as shown in FIG. 
8C or 8D to the user depending on the received result. 
2 o In the step S74, the user is requested to input his/her Internet ID and 

password, but the step S74can be removed by obtaining the user's Internet 
ID and password using a cookie without involving the user. In other words, 
once the user initially accesses the authentication system and inputs the 
Internet ID and/or password, the authentication system generates a cookie 
25 including the above information and stores it at the user's terminal. 
Thereafter, the authentication system reads the Internet ID and/or password 
from the cookie when necessary. As a result, the user can enjoy a one- 
click shopping without a procedure of notifying the user's identity when 
purchasing a product. As shown in FIG. 9A, in conventional one-click 
so shopping, once a user requests to purchase a product at a web site in step 
(1), the web site authenticates the user's identity using a cookie stored in 
the user's terminal in step (2) and approves the purchase in step (3). In this 
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case, since web sites use different cookies, the number of cookies 
increases as a user registers in more web sites. However, in a one-click 
shopping method according to the present invention, as shown in FIG. 9B, 
once a user assigned an Internet ID by an authentication system notifies 
5 that he/she intends to purchase a product at a web site in step (1 ), the web 
site transmits the user's member ID and a site ID to the authentication 
system and requests authentication of the user's identity in step (2). The 
authentication system reads and processes the information of a cookie 
stored in the user's terminal and acquires the user's Internet ID and/or 

10 password in step (3). The authentication system compares the Internet ID 
and password of a user using the site ID and the member ID received in the 
step (2) with the Internet ID and password acquired in the step (3) and 
transmits the result of the authentication to the web site in step (4). The 
web site approves the user's purchase depending on the result of the 

15 authentication in step (5). Since the user does not need to input his/her ID 
and password, the user can enjoy the more convenient shopping. In 
addition, the user's identity can be authenticated at any web site using only 
one cookie. It will be apparent to those skilled in the art that in a logon 
state, authentication can be achieved without the user's re-input of an 

20 Internet ID and a password when another web site requests the 
authentication system to authenticate the user's identity or check the user's 
multiple registration. 

FIGS. 10A and 10B illustrate examples of a structure in which data 
that the authentication system 10 stores in the memory unit 102 for 

25 determining rejection or approval of authentication and decision on multiple 
registration. FIG. 1 0A is a table used for authenticating the identity of the 
registration applicant 12, in which Internet IDs, passwords and personal 
information (a name, a resident registration number, a telephone number, 
etc). For the Internet ID and/or the password, as well as a combination of 

30 characters and/or numerals, a personal characteristic such as a finger print, 
voice or handwriting sample, or a smart card can be used. Here, when 
using a personal characteristic such as a finger print, voice or handwriting 
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sample as an Internet ID, a password may not be used. 

FIG. 1 0B illustrates a structure in which Internet IDs and member IDs 
are stored in tables provided for each site. In the step S58, when the 
registration applicant 12 has not yet registered in the membership system 
web site 17, 18, 19 or the authentication system 10 selects a table is 
selected based on the received site ID and stores a pair of the member ID 
and the Internet ID at a single row in the table. Thereafter, when checking 
on multiple registration, the authentication system 10 selects a table based 
on the received site ID and searches the Internet ID field of the table to 
check whether the Internet ID of the registration applicant 12 exists or not. 
If the registration applicant's "Internet ID does not exit, the authentication 
system 10 determines the registration applicant 12 as a new registrant in 
the membership system web site 17, 18, 19 or ... and transmits this facts 
to the membership system web site 17, 18, 19 or .... If the registration 
applicant's Internet ID exits, the registration applicant 12 has already 
registered in the membership system web site 17, 18, 19 or .... so the 
authentication system 1 0 transmits this fact and a member ID used in the 
membership system web site 17, 18, 19 or ... by the registration applicant 
12 to the membership system web site 17, 18, 19 or .... 

In FIG. 10B, tables are separately constructed for each site for 
checking on the multiple registration of a registration applicant, but various 
modifications can be made to the structure of FIG. 10B. FIGS. 11 A and 
11B illustrate other structures of a table used for checking on multiple 
registration. In FIG. 11 A, table information of each site in FIG. 10B is 
constructed as a single field in a single table. Compared to FIG. 10B, the 
structure of FIG. 11A has advantages and disadvantages in various 
aspects, but it can substitute for all information providing functions 
fundamentally provided by the structure of FIG. 10B. 

FIGS. 10B and 1 1 A include member IDs to provide a service like 
notification of already registered member ID as shown in FIG. 6C when a 
registration applicant has already registered. If the service is not intended 
to be provided, the member IDs may be removed from the FIGS. 10B and 
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11 A. A table shown in FIG. 11 Bis used in this case. Although services that 
can be provided are decreased, the storage size of the memory unit 102 
can be reduced. 

5 Industrial Applicability 

As described above, the present invention relates to a method and 
system for assigning only one Internet ID per man after authentication. The 
person concerned with a system site can directly check the ID card of an 
applicant before assigning an Internet ID, or an applicant can be assigned 

10 an Internet ID after being authenticated by a guarantor or a certification 
agency. When at least one person having an Internet ID stands surety for 
an applicant through, for example, check on the ID card, the responsibility 
for a false guarantee can be put on the guarantor using a penalty rule such 
as removing the ID, bonus or credit. The present invention can include 

15 other guarantees such as a credit guarantee and a financial guarantee as 
well as a fidelity guarantee. To make the registration in and use of an 
authentication system according to the present invention, a bonus can be 
given to a user based on profit from the use of and registration in the 
authentication system by a registrant for whom the user stood surety and 

20 by others for whom the registrant stands surety as well as the use of the 
user himself/herself. In the present invention, verification of an ID and a 
password is performed not at a membership system web site but at an 
authentication system, thereby enhancing the security of IDs and 
passwords. Passwords cannot be revealed to the outside of the web site 

25 of the authentication system. When authenticating an Internet ID, the 
personal information (a name and an address necessary for delivery of a 
product) of an owner of the Internet ID is transmitted to a membership 
system web site in real time in response to the request/confirmation of the 
owner. An authentication system according to the present invention 

30 executes the settlement of the transaction between a commercial site and 
the owner of an Internet ID. The settlement can made using a credit c^rd, 
automatic transfer or credit transaction settlement. Here, the authentication 
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system may be designed to manage the cyber credit of the owner of an 
Internet ID and arrange the limit of the cyber credit transaction for each 
Internet ID. According to the present invention, the access/transaction 
details from a membership system web site (including a commercial 
transaction or an opinion poll) is reported to the owner of an Internet ID 
periodically or whenever there is an access ortransaction through e-mail or 
another method, in order to prevent misappropriation of the Internet ID. As 
described above, according to an authentication system and method of the 
present invention, a user can be authenticated at any site using only one ID 
and password so that an additional registration procedure is not necessary 
due to real-time transmission of information necessary for registration. It 
will be done if only the authentication system updates the inf ormationon4he 
owners of Internet IDs. The authentication system can execute settlement 
for the owners of Internet IDs and can manage the owners' cyber credit. 
For example, when the owner of an Internet ID does not pay for a credit 
transaction, the authentication system can prohibit the owner from making 
a credit transaction. Besides, the authentication system can provide all 
services requiring authentication. 

Meanwhile, the present invention provides an environment in which 
an applicant for registration in a membership system web site can be 
assigned from the membership system web site without revealing the 
applicant's personal information including an Internet ID to others except an 
authentication system, thereby enhancing the security and the anonymity. 
Accordingly, a variety of services can be provided as follows. 

Firstly, it is possible to search for members comforting with a 
particular condition and provide a variety of services such as gifts and 
premiums. For example, when delivering celebration gifts to members who 
have come of age, conventionally, it frequently happens that one person 
receives a plurality of gifts due to multiple registration. In the present 
invention, multiple registration is not allowed, so such an unfair case can be 
removed. 

Secondarily, when a web site employing an authentication system 
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and method according to the present invention takes a public opinion poll 
or a vote, only one chance per man is permitted so that the fairness can be 
considerably increased. 

Thirdly, when a member forgot his/her ID or password necessary for 
5 accessing a membership system web site through the Internet, an 
authentication system authenticates the identity of the member and informs 
the member of the member's ID or password used in the membership 
system web site. 

In a credit transaction such as electronic commerce, the anonymity 
10 of a user can be secured since he/she can be assigned a different ID by a 
different site. In addition, the safety in a transaction is ensured since a user 
registers in each site under the thorough authentication through an 
authentication system according to the present invention. 
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What is claimed is: 

1. A method of authenticating the identity of an applicant for 
registration on The Internet, comprising the steps of: 

(a) confirming the identity of the applicant for registration; and 
5 (b) registering the personal information of the applicant whose 

identity is confirmed in an authentication system together with a password 
and issuing a unique Internet ID online or sending the Internet ID to the 
applicant's e-mail address. 

10 2. The method of claim 1 , wherein when the applicant intends to 

register in the authentication system with a guarantor as security, the step 

(a) comprises the steps of: 

(a1) the applicant inputting his/her resident registration number and 
at least one guarantor's Internet identifier (ID) or resident registration 
15 number; 

(a2) the authentication system transmitting the applicant's resident 
registration number and an authentication key to the guarantor; 

(a3) the guarantor determining the validity of the applicant's resident 
registration number and transferring the authentication key to the applicant 
2 o when the guarantor determines the applicant's resident registration number 
to be valid; 

(a4) the authentication system allowing the applicant to input an ID, 
a password and personal information using the authentication key 
transferred from the guarantor when the guarantor determines the 
25 applicant's resident registration number to be valid; and 

(a5) the authentication system assigning an Internet ID to the 

applicant. 

3 The method of claim 1 , wherein when the applicant intends to 
30 register in the authentication system without a guarantor, the step (a) 

comprises the steps of: 

(a11) the applicant inputting personal information such as his/her 
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resident registration number and address; 

(a22) the authentication system requesting the applicant to visit a 
nearby certification agency to be authenticated; 

(a33) the applicant visiting the certification agency to proceed with 
5 authentication or ending the authentication procedure without visiting the 
certification agency; 

(a44) the certification agency confirming the applicant's identity, 
inputting the applicant's resident registration number to the authentication 
system, and receiving an authentication key; 
10 (a55) the certification agency transferring the authentication key to 

the applicant and allowing the applicant to input an ID, password and 
personal information using the authentication key at the web site of the 
authentication system; and 

(a66) the authentication system assigning an Internet ID to the 
15 applicant. 

4. The method of claim 1 , wherein for the Internet ID and/or the 
password, alphanumeric information, the applicant's personal characteristic 
such as a finger print, voice or handwriting sample, or a smart card can be 

20 used. 

5. The method of claim 1 , further comprising the steps of: 
when the applicant assigned the Internet ID needs to be 

authenticated on the Internet, 
25 (c) the applicant presenting the Internet ID to a membership system 

web site requiring the authentication of the applicant's identity; 

(d) the membership system web site transmitting the Internet ID to 
the authentication system to request the authentication of the applicant's 
identity; and 

30 (e) the authentication system requesting the applicant to input the 

password and informing the membership system web site that the 
applicant's identity is authenticated when the password input by the 
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applicant is the same as that stored in the authentication system. 

6. The method of claim 5, wherein the authentication system 
transmits personal information such as the name and address of the owner 
s of the Internet ID required for delivery of a product, and the age, occupation 
and sex of the owner required for voting or public opinion polls to a 
membership system web site in real time in response to a request or grant 
of permission by the owner of the Internet ID. 

10 7 . The method of claim 5, further comprising the step of 

transmitting the access/transaction details of the owner of the Internet ID 
with respect to the membership system web site to the owner. 

8. The method of claim 1, further comprising the step of 
is checking the multiple registration of the applicant assigned the Internet ID 
when the applicant registers in a web site as a member or to participate in 
an event permitting just one chance per man, the multiple registration 
checking step comprising the steps of: 

(f) receiving a request to check the multiple registration of the 
20 applicant and the site ID of the web site from the web site; 

(g) receiving the applicant's Internet ID and password necessary for 
authentication on the Internet from the applicant and performing 

authentication; and 

(h) determining whether the applicant has registered in the web site 
2 s using the applicant's Internet ID and the site ID of the web site and 

transmitting the result of the determination to the web site. 

9. The method of claim 8, wherein in the step (f), a member ID 
which the applicant wishes to use in the web site is also received and 
30 processed in association with the Internet ID. 



10. 



The method of claim 9, wherein in the step (h), the member 
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ID of the applicant is transmitted to the web site when it is determined that 
the applicant has already registered in the web site. 

1 1 . The method of claim 9, wherein for the member ID and/or the 
5 password, alpha numeric information, the applicant's personal characteristic 

such as a finger print, voice or handwriting sample, or a smart card can be 
used. 

12. The method of claim 8, wherein in the step (h), the applicant's 
10 Internet ID is stored in association with the site ID of the web site when it is 

determined that the applicant has not yet registered in the web site. 

1 3. The method of claim 8, further comprising the steps of: 
when a user who has registered in the web site needs to be 

15 authenticated on the Internet, 

(i) the web site transmitting the user's member ID and the site ID to 
the authentication system and requesting authentication of the user's 
identity; 

0) the authentication system requesting the user to directly input 
20 his/her Internet ID and password or reading and processing the information 
of a cookie stored in the user's terminal to acquire the user's Internet ID and 
password; and 

(k) the authentication system comparing the. Internet ID and 
password of a user having the site ID and the member ID received in the 
25 step (i) with the Internet ID and the password acquired in the step (j) and 
transmitting the result to the web site. 

14. The method of claim 13, wherein the cookie includes the 
user's Internet ID and/or password information, is generated when the 

30 user's terminal initially transmits the user's Internet ID and/or password to 
the authentication system and stored in the user's terminal. 
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1 5. The method of claim 1 3, wherein the authentication system 
transmits personal information such as the name and address of the owner 
of the Internet ID required for delivery of a product, and the age, occupation 
and sex of the owner required for voting or public opinion polls to a 

s membership system web site in real time in response to a request or grant 
of permission by the owner of the Internet ID. 

16. The method of claim 13, further comprising the step of 
transmitting the access/transaction details of the owner of the Internet ID 

10 with respect to the membership system web site to the owner. 

17. A system for authenticating the identity of an applicant for 
registration on the Internet, the system comprising: 

a web site server for confirming the identity of the applicant for 
15 registration in the system, registering the personal information of the 
applicant whose identity is confirmed together with a password under a 
secure state on the Internet and issuing a unique Internet ID online or 
sending it to the applicant's e-mail address; and 

a memory unit for storing the registered applicant's Internet ID, 
20 password and personal information. 

1 8. The system of claim 1 7, wherein when the applicant assigned 
the Internet ID needs to be authenticated on the Internet, the applicant 
presents the Internet ID to a membership system web site requiring the 

25 authentication of the applicant's identity, the membership system web site 
transmits the Internet ID to the authentication system to request the 
authentication of the applicant's identity, and the authentication system 
requests the applicant to input the password and informing the membership 
system web site that the applicant's identity is authenticated when the 

so password input by the applicant is the same as that stored in the 
authentication system. "* .. 
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19. The system of claim 17 or 18, wherein for the Internet ID 
and/or the password, alpha numeric information, the applicant's personal 
characteristic such as a finger print, voice or handwriting sample, or a smart 
card can be used. 

5 

20. The system of claim 17, wherein when checking the multiple 
registration of the applicant assigned the Internet ID when the applicant 
registers in a web site as a member or participate in an event permitting just 
one chance per man, the system receives the request to check the multiple 

10 registration of the applicant and a site ID from the web site, receives the 
applicant's Internet ID and password necessary for authentication on the 
Internet from the applicant and performs authentication, and determines 
whether the applicant has registered in the web site using the applicant's 
Internet ID and the site ID of the web site and transmits the determined 

15 result to the web site. 

21 . The system of claim 20, wherein the system server stores the 
applicant's Internet ID in the memory unit in association with the site ID of 
the web site when it is determined that the applicant has not yet registered 

20 in the web site. 

22. The system of claim 20, wherein the system server also 
receives a member ID to be used by the applicant in the web site in which 
the applicant wishes to register, and stores it in the memory unit in 

25 association with the applicant's Internet ID when it is determined that the 
applicant has not yet registered in the web site. 

23. The system of claim 20, wherein for the member ID and/or the 
password, alpha numeric information, the applicant's personal characteristic 

30 such as a finger print, voice or handwriting sample, or a smart card can be 
used. 
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24. The system of claim 20, wherein the system server transmits 
the member ID of the applicant to the web site when it is determined that 
the applicant has already registered in the web site. 

5 25. The system of claim 20, wherein when a user who has 

registered in the web site needs to be authenticated on the Internet, the 
web site transmits the user's member ID and the site ID to the 
authentication system and requests authentication of the user's identity, the 
authentication system requests the userto directly input his/her Internet ID 

io and password or reads and processes the information of a cookie stored in 
the user's terminal to acquire the user's Internet ID and password, and the 
authentication system compares the Internet ID and password of a user 
having the received site ID and the member ID with acquired the Internet 
ID and the password and transmits the result to the web site. 



15 



26. The system of claim 25, wherein the cookie includes the 
user's Internet ID and/or password information, is generated when the 
user's terminal initially transmits the user's Internet ID and/or password to 
the authentication system and stored in the user's terminal. 
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AUTHENTICATION SYSTEM TRANSMITS 

ACCESS/TRANSACTION DETAILS — S43 
TO USER OF INTERNET ID 



f END J 
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FIG. 5 
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START ^ 



REGISTRATION APPLICANT ACCESSES 
MEMBERSHIP SYSTEM WEB SITE 



— S50 



MEMBERSHIP WEB SITE 
TRANSMITS APPLICANT'S MEMBER 
ID INPUT BY APPLICANT AND 
SITE ID TO AUTHENTICATION SYSTEM 



— S51 



AUTHENTICATION SYSTEM REQUESTS 
APPLICANT TO INPUT HIS/HER 
INTERNET ID AND PASSWORD AND 
RECEIVES THEM 




AUTHENTICATION 
SYSTEM INFORMS 

MEMBERSHIP 
SYSTEM WEB SITE 
OF REJECTION OF 

AUTHENTICATION 



AUTHENTICATION SYSTEM 
SEARCH MEMORY UNIT TO 
CHECK WHETHER INTERNET ID 

HAS BEEN REGISTERED IN 
MEMBERSHIP SYSTEM WEB SITE 



, ,S56 

HAS 

'APPLICANT REGISTERED" 
JN MEMBERSHIP SYSTEM^ 
WEB SITE? 



YES 



S57 



AUTHENTICATION SYSTEM 
TRANSMITS FACT THAT APPLICANT 
HAS REGISTERED IN MEMBERSHIP 
SYSTEM WEB SITE AND ALREADY 

RESGISTERED MEMBER ID TO 
MEMBERSHIP SYSTEM WEB SITE 



C END ^ 
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NO 



1 
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AUTHENTICATION SYSTEM STORES 
INTERNET ID AND MEMBERSHIP 
ID IN ASSOCIATION WITH SITE ID 
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AUTHENTICATION SYSTEM INFORMS 
MEMBERSHIP SYSTEM WEB SITE 
THAT APPLICANT HAS NOT 
REGISTERED IN MEMBERSHIP 
SYSTEM WEB SITE 
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FIG. 6A 
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ID 
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DESIRED ID 



PASSWORD 
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AUTHENTICATE 



IF YOU WANT TO REGISTER IN THIS SITE, 
INPUT A DESIRED ID AND CLICK THE 
AUTHENTICATE BUTTON. 



FIG. 6B 



THIS IS THE AUTHENTICATION SYSTEM. 
INPUT INTERNET ID AND PASSWORD. 



ID 



65 



PASSWORD 
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FIG. 6C 



YOU HAVE ALREADY REGISTERED 
IN THIS SITE, SO YOU CANNOT 
REGISTER AGAIN. 

EXISTING ID : X X X 



FIG. 6D 



YOUR IDENTITY IS AUTHENTICATED. 
CONTINUE REGISTRATION. 



PASSWORD 
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FIG. 7 



C START J 



USER LOGS ON MEMBERSHIP 
SYSTEM WEB SITE 



— S71 
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IS IT NECESSARY ^ 
TO CONFIRM USER'S IDENTITY 
DURING SERVICER 



YES 



MEMBERSHIP SYSTEM WEB SITE 
TRANSMITS USER'S MEMBER ID AND 
SITE ID TO AUTHENTICATION SYSTEM 

AND REQUESTS AUTHENTICATION 
OF USER'S IDENTITY 
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AUTHENTICATION SYSTEM REQUESTS 
USER TO INPUT INTERNET ID AND 
PASSWORD AND RECEIVES THEM 
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AUTHENTICATION SYSTEM COMPARES 
INTERNET ID AND PASSWORD SEARCHED 
FOR BASED ON MEMBER ID AND SITE ID 
WITH THOSE CURRENTLY RECEIVED FROM 
USER TO AUTHENTICATE USER'S IDENTITY 
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AUTHENTICATION SYSTEM TRANSMITS 
RESULT OF AUTHENTICATION TO 
MEMBERSHIP SYSTEM WEB SITE 



— S76 
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FIG. 8A 



WILL YOU PURCHASE THIS PRODUCT 
AND PAY FOR IT? 
IF YOU WILL, YOU NEED TO BE 
AUTHENTICATED AGAIN. 



YES 



NO 



FIG. 8B 



THIS IS THE AUTHENTICATION SYSTEM. 
INPUT YOUR ID AND PASSWORD 
FOR AUTHENTICATION. 



ID 



PASSWORD 



-OK 
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FIG. 8C 



YOUR IDENTITY IS NOT AUTHENTICATED, 
SO YOU ARE NOT ALLOWED TO 
PURCHASE THE PRODUCT. 



FIG. 8D 



YOU ARE AUTHENTICATED. 

YOU CAN PROCEED WITH PURCHASE. 
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FIG. 9A 



(1) 




(3) 



(1) REQUEST PURCHASE 

(2) CHECK COOKIE 

(3) APPROVE PURCHASE 



FIG. 9B 




(1) REQUEST PURCHASE 

(2) REQUEST AUTHENTICATION 

(3) CHECK COOKIE 

(4) INFORM RESULT OF 
AUTHENTICATION 

(5) APPROVE PURCHASE ... 
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FIG. 10A 
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FIG. 11A 
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